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Challenges for Financial Trading Networks

Traffic Increasing, Lack of Monitoring at 100G

Low-Resolution Monitoring Hides Problems 

Finding Sequence Errors in Real-Time 

Compliance with MiFID II Regulations
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100G port shipments forecasted to pass 40G in 2017, 1G in 2018

100G Deployment Accelerating
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1011𝑏𝑖𝑡𝑠

1 𝑠𝑒𝑐𝑜𝑛𝑑
∗
1𝑏𝑦𝑡𝑒

8 𝑏𝑖𝑡𝑠
= 12,500,000,000 𝑏𝑦𝑡𝑒𝑠/𝑠𝑒𝑐𝑜𝑛𝑑 (1)

1012𝑏𝑦𝑡𝑒𝑠

12,500,000,000 𝑏𝑦𝑡𝑒𝑠/𝑠𝑒𝑐𝑜𝑛𝑑
= 80 seconds/terabyte (2)

86,400 𝑠𝑒𝑐𝑜𝑛𝑑𝑠

1 𝑑𝑎𝑦
∗

1 𝑑𝑎𝑦

80
𝑠𝑒𝑐𝑜𝑛𝑑𝑠

𝑡𝑒𝑟𝑎𝑏𝑦𝑡𝑒

= 1,080 𝑡𝑒𝑟𝑎𝑏𝑦𝑡𝑒𝑠 = 1.08 𝑝𝑒𝑡𝑎𝑏𝑦𝑡𝑒𝑠 (3)

At 100 Gbps, 1TB is filled every 80 seconds and…

 1.08 petabytes is required to store 24 hours of data

100G By the Numbers – Capturing to Disk
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1011𝑏𝑖𝑡𝑠

1 𝑠𝑒𝑐𝑜𝑛𝑑
∗
1𝑏𝑦𝑡𝑒

8 𝑏𝑖𝑡𝑠
= 12,500,000,000 𝑏𝑦𝑡𝑒𝑠/𝑠𝑒𝑐𝑜𝑛𝑑 (1)

12,500,000,000 𝑏𝑦𝑡𝑒𝑠

𝑠𝑒𝑐𝑜𝑛𝑑
*

1 𝑠𝑒𝑐𝑜𝑛𝑑

1000𝑚𝑖𝑙𝑙𝑖𝑠𝑒𝑐𝑜𝑛𝑑𝑠
= 12,500,000 𝑏𝑦𝑡𝑒𝑠/𝑚𝑖𝑙𝑙𝑖𝑠𝑒𝑐𝑜𝑛𝑑 (2)

At 100 Gbps, a one millisecond spike is 12.5 megabytes…

this is more data than all the memory in some switches

How much market data is dropped due to microbursts?

100G By the Numbers – Burst Size
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• Packet brokers are oversubscribed by design
• Providing multiple monitoring points is good but not when they create choke points

• Capture NICs and write to disk reduce confidence
• Garbage-in, garbage-out – can’t make good decisions with bad data

• Deploy purpose-built hardware monitoring at the wire:
• Performance and accuracy
• Scalability
• Distributed

Putting line-rate Performance at the Wire
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“Smart” Tooling
Advanced 
Business 
Analytics

Other Tools

“Dumb” Aggregation 
layer

• High Accuracy

• Pervasive

• Scalable & Cost effective

High Accuracy Pervasive 
Monitoring 

Dashboards

Legacy

cPacket’s Solution vs. Traditional NPM Solutions 
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Always On Millisecond Accuracy
Spike detection for market data feeds

Challenges
• Markets = Event Driven

• Spikes = Lost Data

• Spikes Are Invisible

Solution - cBurst
Predictive high-resolution 
monitoring that identifies 
problems before end-users 
are impacted
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233.200.79.128:62128
(CTS 1/Network A)

Market
Data

Feeds

Proactive alerts identify 
problems in real-time

Allowing you to identify 
the specific problem feed

cBurst Finds Problems Before Users Impacted
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High Resolution Analytics
Identify problems your other tools can't see 

Challenge
• Low Resolution (>1 Sec)

monitoring hides your
network problems

Solution: 
Millisecond Resolution
Identifies problems that 
your other monitoring 
tools can't detect
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Per-millisecond

Per-second

Order of magnitude difference between millisecond and second

High Resolution Analytics
Definition Matters
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Market Feed Gap Detection
Sequence anomaly detection in real time

Challenges
• Traffic Bursts = Gaps

• NPBs = Gaps or False Pos

• Full Coverage = $$$$$

Solution: cPacket MFGD
Real-time detection of 
sequence anomalies (gaps) 
performed in hardware at 
line rate
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Deploy at critical points in infrastructureEnable and set alarms

Identify Gaps in Market Data Feeds
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Identify Gaps in Market Data Feeds

Access packet capture for forensics or “proof”Gap occurred, bring up history

Time Feed Protocol Sequence Action

2017-05-13 10:04:14.25 Feed A, Group A Fin proto 1 …, 47, 48, 50

2017-05-13 12:55:18.37 Feed A, Group B Fin proto 2 …, 224, 225, 227

2017-05-13 16:22:55.04 Feed A, Group A Fin proto 1 …, 1010, 1011, 1049

…, 224, 225, 227

…, 47, 48, 50

…, 1010, 1011, 1049
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Timestamping for MiFID II
The Industry's Most Accurate Timestamp 

Challenges
• MiFID II Compliance 
• Contamination From 

Queuing & Buffering
• Necessary for Diagnostics

Solution: 
cPacket nanosecond 

timestamp is most 

accurate in the industry
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Type of Trading Activity Divergence from UTC Granularity Required 
Under MiFID II

cPacket Timestamp 
Accuracy

Activity using high frequency 
algorithmic trading technique

100 ms 1 ms or better

± 1 ns 

using PPS

Activity on voice trading systems 1 sec 1 sec or better

Activity on request for quote 
systems where the response 
requires human intervention and 
algorithmic trading

1 sec 1 sec or better

Activity of concluding negotiated 
transactions

1 sec 1 sec or better

Any other trading activity 1 msec 1 msec or better

MiFID II RTS-25 Requirements

MiFID II CompliancecPacket’s Built-in Timestamp Significantly Exceeds 
MiFID II (RTS-25) Minimum Requirements 

Not STAC Benchmarks
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Thank You

Please email questions to: 

josh@cpacket.com
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Ideas

• 100G is deploying
• packet brokering and NICs are not the answer

• Gilder-Moore

• 100G math for spikes
• Acceleration-deceleration
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Average/Max Throughput at 95% Percentile Average/Max Throughput at 100% Percentile

Up to 95% of time 
millisec spikes are 
below link capacity 

If the additional 
5% is included, 
we hit link 
capacity very 
often

Financial Trading Networks need 100% of time capacity

NEED GRAPHS WITH 

100GBPS


