
Diagnosing network weirdness  
He said, She said, Layer 1 capture said!

Ciaran Kennedy, FMADIO
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It’s Broken

Network issues:
➔ “Weird” errors
➔ Link bounces
➔ Port flapping
➔ Link is down
➔ Unexpected errors

“It’s Broken”
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FMADIO 4th Gen Packet Capture

Full line rate 200G Packet capture, 297.6Mpps in a compact 1U form 
factor with PCIe Gen x12 NVMe high speed SSDs and x2 QSFP28 
interfaces.

➔ 200Gbps Sustained Packet Capture
➔ Capture ports: 10G, 25G, 40G, 100G
➔ 2x QSFP28 Ports
➔ SR4 / LR4 / CX4 + FEC support
➔ 200Gbps Line Rate Packet Generator
➔ 45TB ~ 360 TB RAID5 Storage
➔ Up to 384 CPU
➔ Up to 1.5TB RAM
➔ SED Disk Encryption by default
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There is an “Error”

Ok… so there’s a problem. You checked the error counters.
Found a 1 when it should be a 0, but… what’s next?
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Investigating a corrupt FCS
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Investigating a corrupt FCS
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Investigating a corrupt FCS
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Investigating a corrupt FCS
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Investigating a corrupt FCS

Expected: 0x9a3e
Captured: 0x9a2e

One bit flipped 1->0 

Expected: 0x9a3e
Captured: 0xda3e

One bit flipped 0->1 
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Hunting the Packet of Death
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Hunting the Packet of Death
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No PCAP L1 Trace, No Comment

Our company motto applies at the Layer 1 Level also!

Stickers Available!
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Forget the SOP?
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Forget the SOP?
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Triggers
trigger_runt  - Trigger when a runt / under 64B packet is received.

trigger_over - Trigger when an oversized / greater than 9KB JUMBO frame is received. 
This also doubles as missing EOP/EOF trigger.

trigger_sanitize - Trigger when the sanitizer finds some unknown condition. e.g. 
misaligned SOF/EOP/Control bits.

trigger_frame - Trigger when a frame  is unable to be detected. missing SOP or EOP.

trigger_pcserr - Trigger when PCS Control Word 0xFE is seen anywhere in the layer 1 
stream.

trigger_pcsother - Trigger when a PCS Control Word other than 0xFE(Err), 0xFB(Start), 
0xFD(Terminate) is seen.

trigger_pcssop - Trigger when a SOP/SOF is received.

trigger_pcssop err - Trigger when a SOP is received in an invalid byte lane.

trigger_pcseop - Trigger when an EOP is received.
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No more finger pointing!



More examples:

www.fmad.io

https://www.fmad.io/blog/layer1-packet-capture-debug

Check FMADIO on your card to find out more! 


